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Time  7.00 pm NEWCASTLE

Venue Lancaster Buildings, - ronmarket, Newcastle, Staffs U N DER I'YM E
BOROUGH COUNCIL

Contact Geoff Durham Castle House

Barracks Road
Newcastle-under-Lyme
Staffordshire

ST5 1BL

Audit and Standards Committee

SUPPLEMENTARY AGENDA
PART 1 - OPEN AGENDA

8a INTERNAL AUDIT PROGRESS REPORT - QUARTER ONE -  (Pages 3 - 8)
2019/20

9a QUARTERLY REPORT: ADOPTION OF INTERNAL AUDIT (Pages 9 - 14)
HIGH RISK RECOMMENDATIONS AND SUMMARY OF
ASSURANCE - APRIL TO JUNE, 2019

Members: Councillors P Waring (Chair), S. Dymond, S. Pickup, M. Stubbs, G. Burnett,
B. Panter and K.Owen (Vice-Chair)

Members of the Council: If you identify any personal training/development requirements from any of the
items included in this agenda or through issues raised during the meeting, please bring them to the
attention of the Democratic Services Officer at the close of the meeting.

Meeting Quorums :- 16+=5 Members; 10-15=4 Members; 5-9=3 Members; 5 or less = 2 Members.

Officers will be in attendance prior to the meeting for informal discussions on agenda items.

NOTE: THERE ARE NO FIRE DRILLS PLANNED FOR THIS EVENING SO IF THE FIRE ALARM
DOES SOUND, PLEASE LEAVE THE BUILDING IMMEDIATELY THROUGH THE FIRE EXIT
DOORS.

ON EXITING THE BUILDING, PLEASE ASSEMBLE AT THE FRONT OF THE BUILDING BY THE
STATUE OF QUEEN VICTORIA. DO NOT RE-ENTER THE BUILDING UNTIL ADVISED TO DO SO.

Contacting the Council: Switchboard 01782 717717 . Text 07800 140048
Email webmaster@newcastle-staffs.gov.uk. www.newcastle-staffs.gov.uk
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NEWCASTLE-UNDER-LYME BOROUGH COUNCIL

REPORT OF THE EXECUTIVE MANAGEMENT TEAM TO
AUDIT & STANDARDS COMMITTEE

Date: 239 September 2019

INTERNAL AUDIT PROGRESS REPORT — Quarter One 2019/20

Submitted by: Chief Internal Auditor, Clare Potts

Portfolio Finance and Efficiency

Ward(s) affected All

Purpose of the Report

To report on the work undertaken by the Internal Audit section during the period 1% April to
June 2019. This report identifies the key issues raised. The full individual reports issued to
Officers contain the key issues and recommendations.

Recommendations

That Members consider the report.
Reasons

The role of Internal Audit is to ensure that the Council has assurance that controls are in
place and operating effectively across all Council Services and Departments.

1 Background

1.1 The Internal Audit Plan for 2019/20 allows for 365 days of audit work.

1.2 This is the first progress report of the current financial year presented to the
Committee and the areas that it will cover are as follows;

. Actual against planned performance for the first quarter, demonstrating
progress against the plan

. Details of audit reviews completed and final reports issued

. Consultancy and non-audit work

1.3 As audit resources are finite, it is important to target these resources at areas
considered to be high risk (where risk includes potential impact on the delivery of the
council’'s objectives) and high priority, ahead of medium/low ranked audits. In this
way the audit resource will be most efficiently utilised and will produce the greatest
benefit. The plan will be regularly monitored and where necessary revised to take
into account both unforeseen and new developments. Whilst the audit plan must be
detailed enough to identify in advance the specific areas to be audited it must also
remain flexible enough to cope with unforeseen events and must reflect the changing
risks and priorities of the council. Any variations or developments; significant matters
that jeopardise the delivery of the plan or require changes to the plan will be reported
to the Audit & Standards Committee at the earliest opportunity. Where requests are
received to undertake consulting engagements, consideration will be given to their
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2.1

2.2

2.3

potential to improve the management of risks, to add value and to improve the
council’s operations.

Issues

Number of Recommendations Implemented

At the conclusion of every audit, an audit report is issued to management detailing
findings of the audit review together with any recommendations required to be
implemented to address any weakness identified.

Up to the end of June 2019, 240 recommendations had been made, of which 168
have been implemented, which represents 70%; the target for the implementation of

all recommendations is 96% by the end of the financial year.

Audit reviews completed and final reports issued between 15t April & 30" June
2019

On completion of the audit reviews an opinion can be given as to the efficiency and
effectiveness of the controls in place, opinions are graded as follows:

Well Controlled Controls are in place and operating satisfactorily. Reasonable
assurance can be given that the system, process or activity
should achieve its objectives safely whilst achieving value for

money (vim)
Adequately There are some control weaknesses but most key controls are
controlled in place and operating effectively. Some assurance can be

given that the system, process or activity should achieve its
objectives safely whilst achieving value for money.

Less than Controls are in place but operating poorly or controls are
adequately inadequate. Only limited assurance can be given that the
controlled system, process or activity should achieve its objectives safely

whilst achieving value for money.

Poorly controlled | Controls are failing or not present. No assurance can be given
that the system, process or activity should achieve its
objectives safely whilst achieving value for money.

The table below shows the overall audit opinion and the number and types of
recommendations agreed to improve existing controls, or introduce new controls on
the audit reviews completed since the 15t April 2019.

Number of
Audit Area Level of Recommendations and Total
Assurance Classification

High | Medium Low

Resources and
Support Services

Housing Benefits Well controlled 0 1 2 3
(18/19)
Operational Services
Food Safety (18/19) Well controlled 0 0 1 1
Recycling (18/19) Less than 0 13 2 15
adequately
controlled
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Number of
Audit Area Level of Recommendations and Total
Assurance Classification
High | Medium Low
Taxi Licencing (18/19) | Well controlled 0 0 0 0
Licencing — premises | Well controlled 0 0 0 0
and clubs (18/19)
IT Assurance
Northgate user Reasonable 1 1 0 2
security (18/19) assurance
BACAS user security | Limited assurance 3 0 1 4
(18/19)

2.4 Recycling
The recycling audit identified a number of areas for improvement including:

e Operational documentation requiring completion

o Consistent application of time recording processes

e Ensuring reconciliation processes for waste receptacles take place on a
timely basis

2.5 BACAS user security
Under the council’s IT assurance arrangements, it was identified that improvements
are required to the following areas:
e Security configuration to adhere to least privilege principles
e Improvements to password security parameters for external users over the
internet
e User documentation and training required

3 Options Considered

3.1 Audit recommendations are discussed and agreed following the issue of the draft
audit report. These draft discussions give management the opportunity to discuss
and agree the recommendations that have been proposed.

3.2 The audit plan is monitored on a regular basis to ensure that it is achievable and
reflects the key risks affecting the council. Due to internal audit involvement in an on-
going special investigation, work is currently underway to assess the impact on the
deliverability of the audit plan. Further details will be provided at quarter 2.

4 Proposal

4.1 In agreeing to audit reports, management acknowledge the issues raised and risks
identified from the review and therefore accept the recommendations that have been
made.

5 Reasons for Preferred Solution

5.1 By implementing the recommendations, the exposure to risk is reduced and
achievement of the Council’s objectives maximised. The completion of the audit plan
provides assurance of the Council’s systems and internal controls.
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6

6.1

6.2

7.1

8.1

9.1

10

10.1

10.2

10.3

11

111

12

12.1

Qutcomes Linked to Corporate Priorities

The Internal Audit team directly contribute to the corporate priority “transforming our
Council to achieve excellence”. The mission of internal audit is “To enhance and
protect organisational value by providing risk-based and objective assurance, advice
and insight” (Public Sector Internal Audit Standards). The results of the work
undertaken during the year contribute to the overall annual internal audit opinion.
This assists the Audit & Standards Committee and the Executive Management Team
to discharge their roles of accountability and stewardship which represents a key
element within the Authority’s governance framework.

The Internal Audit function also contributes to the prevention, detection and
investigation of potential fraud and corruption incidents as well as giving assurance
on the effectiveness of services in terms of value for money. Therefore ensuring the
best use of the Council’s resources and improving efficiency where weaknesses are
identified to support all the council’s priorities.

Legal and Statutory Implications

The Accounts and Audit Regulations 2015 require the Council to ‘maintain an
adequate and effective system of internal control in accordance with the proper
internal audit practices’.

Equality Impact Assessment

There are no equality impact issues identified from this proposal.

Financial and Resource Implications

The service is currently on target to be provided within budget. The financial
implications resulting from the recommendations made within audit reports will be
highlighted within individual reports wherever possible. It is the responsibility of
managers receiving audit reports to take account of these financial implications, and
to take the appropriate action.

Major Risks

If key controls are not in place, managers are exposing their systems, processes and
activities to the potential abuse from fraud and corruption.

If key controls are not in place, assurance cannot be given that the Services being
delivered provide Value for Money for the Council.

If the risks identified are not addressed through the implementation of agreed
recommendations, achievement of the Council’s objectives will be affected.

Key Decision Information

Not applicable

Earlier Cabinet/Committee Resolutions

Approval of the Internal Audit Plan for 2019/20 (Audit and Standards Committee 15
April 2019).
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13 Appendices

13.1 None.

14 Background Papers

14.1 None.
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NEWCASTLE-UNDER-LYME BOROUGH COUNCIL

REPORT OF THE EXECUTIVE MANAGEMENT TEAM
TO THE AUDIT & STANDARDS COMMITTEE

234 September 2019

QUARTERLY REPORT: ADOPTION OF INTERNAL AUDIT HIGH RISK
RECOMMENDATIONS AND SUMMARY OF ASSURANCE 1 APRIL TO 30 JUNE 2019

Submitted by: Chief Internal Auditor, Clare Potts

Portfolio Finance and Efficiency

Ward(s) affected All

Purpose of the Report

To report on any outstanding high risk recommendations to the Committee on a quarterly
basis and where necessary to request Members’ approval to the Executive Directors
requested actions in respect of the recommendations and proposed target dates.

To provide Members with an assurance opinion on internal controls over Council Services.

Recommendations

That the report be noted

Reasons

High risk recommendations are those agreed with management that are key controls in
providing assurance as to the efficiency and effectiveness of the system, service or process
under review. By agreeing to prolong target dates Members are accepting the risk of not
implementing the control. Delayed implementation of such controls should be challenged to
identify reasons behind this and solutions to the delay. Such delays in the implementation of
recommendations will affect the assurance opinion provided on each Service.

1. Background

1.1 High risk recommendations are those where action is considered imperative to
ensure that the authority is not exposed to high risks. It is therefore agreed with
management that high level recommendations are implemented within one month of
the report date.

1.2 Recommendations are reported to committee on an exception basis and reports
where high risk recommendations have been followed up with Managers on more
than two occasions are brought to the attention of Members. In addition, the Chair
and Vice Chair receive exception reports quarterly where high risk recommendations
have been followed up with Managers after the initial implementation date has
expired.

1.3 With the production of the Annual Governance Statement in conjunction with the
Statement of Accounts the follow up and implementation of recommendations is
increasingly important, since they provide both officers and Members with assurance
as to the effectiveness of key internal controls.
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2.1

2.2

2.3

3.1

4.1

5.1

6.1

7.1

8.1

Assurance is provided on an annual basis as part of the Internal Audit Annual Report.
It is also provided to each Executive Director on a monthly basis, based on the
number of recommendations that have been implemented, and where the target date
has been changed more than twice on either medium or high risk recommendations.

Issues

At the end of quarter one there were no outstanding high risk recommendations.

A summary of the number of outstanding recommendations for each of the four
directorates including quarter 1 can be found at Appendix A.

Given these results at the end of the one quarter there are no major issues or

concerns in relation to any outstanding recommendations within any of the
Directorates.

Reasons for Preferred Solution

Reasons for each Director proposal are specific to the actions required.

Qutcomes Linked to Corporate Priorities

The systems, services and processes reviewed by Internal Audit link to and support
the four priority themes of the Council, by reviewing these Internal Audit is supporting
the best use of the Council’s resources and improving efficiency as managers
implement the recommendations made.

Legal and Statutory Implications

The Accounts and Audit Regulations 2015 require the Council to ‘maintain an
adequate and effective system of internal audit of its accounting records and of its
system of internal control in accordance with the proper internal audit practices’.

Equality Impact Assessment

There are no equality impact issues identified from this report.

Financial and Resource Implications

The work of the Internal Audit team is carried out within an approved budget. The
financial implications resulting from the recommendations made within audit reports
will be highlighted within individual reports wherever possible. It is the responsibility
of managers receiving audit reports to take account of these financial implications,
and to take the appropriate action.

Major Risks

The role of Internal Audit is to provide management with an objective assessment of
whether systems and controls are working effectively. High Risk Recommendations
identify areas where action is required in order to manage exposure to risk. If
managers fail to act upon audit recommendations assurance cannot be given on the
adequacy of the systems of internal control.
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9. Key Decision Information

9.1 Not applicable

10. Earlier Cabinet/Committee Resolutions

10.1 Not applicable

11. List of Appendices

11.1  Summary of Outstanding Audit Recommendations and Level of Assurance - Quarter
One 2019

12. Background Papers

12.1 None.
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Appendix A
Summary of OQutstanding Audit Recommendations— Quarter One 2019/20
Directorate Total Number of Number of Number of Qutstanding
Recommendations Recommendations Recommendations
completed
High Medium Low Total
Chief Executives 61 49 0 4 8 12
Resources & Support
Services 83 54 0 23 6 29
Regeneration & _ 12 3 0 > > 4
Development Services
Operational Services 55 36 0 15 4 19
Corporate Reviews 29 21 0 6 2 8
Total 240 168 0 50 22 72
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